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The following text contains Guidance Notes and Terms and Conditions of Business for the assistance of those considering instructing Matthew Healey in his office as a Notary Public.  The Terms and Conditions of Business will be deemed as accepted upon receipt of any instructions, oral or written.
GENERAL INFORMATION

A notary public’s main duty is to authenticate documents and facts for use outside England and Wales.  These can relate to a wide range of activities including overseas property transactions, administration of the affairs of people who have died, commercial transactions in other countries, court proceedings and immigration.

I am appointed by the Court of Faculties of the Archbishop of Canterbury and I am subject to the regulation of the Master of Faculties. 

My practice as a notary public is entirely separate from the solicitors’ practice of Thomas Flavell & Sons, although I do some of my work at the same offices.  My notarial practice is not supervised or regulated either by The Law Society or the Solicitors Regulation Authority.

I am normally available between 9am and 5pm on Tuesday and Wednesday each week.  So that you do not make a visit to my office when I am not available, please telephone (01455 610747) for an appointment before coming.
I normally see people at the offices of Thomas Flavell & Sons either at Church Walk, Hinckley or Warwick Street in Leamington Spa.  Some people are unable to come to my office because of disability or for other reasons and I willingly make arrangements to see them in their own homes or other convenient places.
PROCEDURES

As a notary it is my duty to ensure that the people appearing before me are properly identified and I normally require to see the appearor’s passport and one other item with their current address on (eg current driving licence or recent utility bill), if these are not available then I will need to discuss what satisfactory evidence can be produced.  All transactions by limited companies need to be supported by similar evidence of the identity of the appearing officers of the company and in some
cases the relevant resolutions authorising the transaction; I make a search at the Companies Registry to check the status of the company and its officers.
I do not advise appearors on the effect of the documents I am asked to authenticate and appearors should obtain advice from competent advisers as to what they are entering into (this frequently means obtaining advice from foreign lawyers acting for the appearors in the transaction).  My duty is limited to ensuring that the appearors understand the sort of transaction they are entering into.  This can present problems if the document is in a foreign language.  If I am asked to work in a foreign language I do not understand sufficiently, I may have to ask for a translation or restrict my authentication.

Time, expense, and error may be saved if clients, or their advisors, provide, in advance of any personal consultation, the originals or exact and complete photocopies of:-

· All documents to be notarised

· Covering correspondence or forms of instructions from the country to which the document is to be provided that relate to that act

· Identification evidence (as referred to above)

Many matters are dealt with at one appointment, but when I have to prepare or read documents this will take longer, and I will give you an estimate of how long a matter is likely to take when I see you for the first time.

I keep a record in perpetuity of all documents I authenticate.  Copies of my records can be made available for a fee to the parties to the transaction and to anyone else with good reason including the police, tax officials and courts.  Under the legislation relating to money laundering some transactions may be reported to the National Crime Agency.

FEES

My fees are based on the amount of time it takes me to complete a matter including recording it.  It is unusual for any matter to take less than 30 minutes, and it is unlikely that my basic fees will be less than £150.00 but I will inform you what they are likely to be when I have seen what is involved.  In addition to my fees there may be fees payable to third parties such as the Foreign, Commonwealth & Development Office, consuls or superintendent registrars.  My fees are normally payable when the appearors sign their documents or collect completed documents from my office.

LEGALISATION

Many countries wish to be sure that I am properly authorised to act as a notary.  This is done by a procedure called legalisation.  For most countries this means applying to the Foreign, Commonwealth & Development Office Legalisation Office in London or Milton Keynes for an apostille under The Hague Convention on Legalisation.  Some countries require documents to be legalised by their consuls.

I normally arrange legalisation.  The current Foreign, Commonwealth & Development Office fee is £40.00 per document.  The fees charged by consuls vary widely from a few pounds to around £100.00 or more.  I can usually tell you what the fees are likely to be. The postal address for the Legalisation Office is The Legalisation Office, The Foreign, Commonwealth and Development Office, PO Box 6255, Milton Keynes, MK10 1XX.
I will employ an agent to deal with the legalisation of my notarised documents, which will incur an additional fee, the amount of which I will confirm to you prior to or at our meeting. Alternatively, you can submit the notarised document(s) yourself to the Foreign, Commonwealth & Development Office (FCDO) for legalisation with an apostille following the instructions set out on the FCDO website under “legalisation”. If consul legalisation is also required, after an apostille has first been attached to the notarised document(s), you can also make a personal application to the appropriate consular office. My agents return documents legalised with an apostille to me within 3 or 4 working days. 
It is to be appreciated that in this text I can only give a limited amount of information, if you would like further information I shall be pleased to try and answer your questions.

STANDARD TERMS AND CONDITIONS OF BUSINESS
1.
The Notary’s fees are based on the time he spends in dealing with a matter.  Time spent will include: meetings with you and others, any time spent travelling and waiting, considering, preparing and working on papers; correspondence, making and receiving calls and carrying out company searches.

2.
Routine letters and e-mails that the Notary writes and receives and routine telephone calls that he makes and receives will be charged as units of 6 minutes.  Other letters, e-mails and calls will be charged on a time spent basis.

3.
Except in the most routine cases, it is difficult to estimate how many hours of work will be required to complete a matter, bearing in mind the variety of circumstances that may arise.  However, guidance as to likely costs will be given in advance.  Any estimates given will be based on the information available to the Notary at the time and, although given in good faith, will not be binding.  Variations in the instructions given, including requests for additional work or unexpected developments and/or inexperience, incompetence or lack of co-operation on the part of other parties or their advisers may increase costs.

4.
The Notary’s fees may also include an additional element reflecting other factors including value, importance, speed, complexity or special skills.

5.
Separate charges are made for any disbursements or expenses incurred on behalf of clients.

6.
The Notary may request a payment on account for charges and expenses.  Such funds are held in the Notary’s Client Account until such time as an invoice is submitted or a payment made on a client’s behalf.  Credits to the Notary’s Client Account should be made in sufficient time to allow for bank clearance before they are required.

7.
Where the Notary accepts instructions from a limited company, the Notary may require personal guarantees in relation to its fees and disbursements from appropriate directors or shareholders (or other individuals or companies) at any stage in the transaction or proceedings unless the company has deposited sufficient funds on account as described in 6 above.  Where the person instructing the Notary does so on behalf of two or more persons, each of those persons shall be jointly and severally liable to the Notary for the obligations on the client imposed by these Terms.

8.
If instructions are terminated for any reason, a charge will be made for all work carried out to date.

9.
The Notarial practice is not registered for Value Added Tax and any expenses and disbursements incurred will be charged gross.

10.
Fees are normally due for settlement on completion of work and prior to release of completed documentation.  Invoices are delivered where required for work carried out, expenses incurred, and disbursements made during the conduct of a matter.   

11.
Invoices must be settled within 7 days or, if requested, immediately if further work on the matter is required.  Any queries concerning an invoice should be raised immediately upon receipt.

12.
In the event of payment not being made as requested, the Notary reserves the right to decline to act any further on behalf of the client and/or to exercise a lien on any papers or documents of the client which are in his possession, until payment has been made.

13.
Interest is chargeable from the date of the invoice on invoices outstanding for more than 7 days at 5% per annum above HSBC Bank plc’s Base Rate from time to time in force.

14.
If the Notary is asked to retrieve documents from storage, he may make a charge based on time spent producing stored documents to you or another at your request.  He may also charge for reading such papers, entering into correspondence or other work necessary in relation to the documents retrieved.

15.
The Notarial Practice complies with the Data Protection Act 1998.  Clients’ personal data may be used and disclosed to third parties in the course of providing services to the client, and marketing those and other services provided by him to the client (eg seminar invitations and newsletters) and for regulatory purposes.  The Notary is required to maintain personal data for regulatory and insurance purposes for a period of time after conclusion of provision of services to the client.  If a client does not wish personal data to be used for marketing purposes as mentioned above, the client should notify the Notary in writing.  Some clients’ files (and personal data therein) may occasionally be made available on a confidential basis to an external quality assessor or auditor.

16.
The Notary operates a money laundering reporting procedure as required by law whereby, in the event of any suspicion as to money laundering, information will be revealed to the appropriate authorities.  All payments to the Notary’s client account must be made via a UK clearing bank.  Cash payments in excess of £300 will not be accepted.  Clients will be required to provide satisfactory proof of identity and full details of the source and proposed destination of funds.  Pending this, funds may be frozen and the Notary will not accept any responsibility for loss or delay caused by the failure of clients to provide such information promptly.

17.
It is the policy of the Notary to use e-mail wherever possible.  Where a client has provided the Notary with an e-mail address, eg by sending the Notary an e-mail, the Notary will assume that he may use that address for the sending of unencrypted sensitive or confidential correspondence or documents to the client.  He may also, during the course of a matter, send unencrypted sensitive or confidential information to other persons involved, unless specifically requested by them or the client not to do so.  All e-mails sent by the Notary and attachments thereto should be scanned for viruses by the recipient.

18.
All searches of the Register of Companies carried out by the Notary are effected using the Registrar of Companies’ on line service.  To the extent that the Registrar or other provider does not accept responsibility for any inaccuracies or omissions arising from use of the on line service, the Notary accepts no responsibility or liability arising from reliance upon the results of such searches, if they should subsequently be found to be inaccurate or incomplete.  These limitations will apply notwithstanding any express or implied term of business or any collateral agreement or warranty, whether express or implied.

19.
The law of England and Wales shall be the applicable law and the courts of England and Wales shall have sole jurisdiction in the case of any dispute.  If any provision of these terms is held by any court or other competent authority to be void or unenforceable in whole or part, these terms shall continue to be valid as to the other provisions thereof and the remainder of the affected provision.

20.
The Notary attaches great importance to dealing with clients’ affairs in strict confidence.  However, some files may occasionally be made available on a confidential basis to an external Quality Assessor in connection with quality control.  The Master of the Court of Faculties regulating Notarial practice also has rights of inspection to ensure good practice and conduct.

21.(1) My notarial practice is regulated through the Faculty Office of the Archbishop of Canterbury: The Faculty Office 1, The Sanctuary Westminster London SW1P 3JT Telephone 020 7222 5381 Email Faculty.office@1thesanctuary.com Website www.facultyoffice.org.uk 
(2) If you are dissatisfied about the service you have received, please do not hesitate to contact me. 
(3) If we are unable to resolve the matter you may then complain to the Notaries Society of which I am a member, who have a Complaints Procedure which is approved by the Faculty Office. This procedure is free to use and is designed to provide a quick resolution to any dispute.
(4) In that case please write (but do not enclose any original documents) with full details of your complaint to:- The Secretary of The Notaries Society PO Box 898, Wigan, WN1 9YW Email secretary@thenotariessociety.org.uk If you have any difficulty in making a complaint in writing, please do not hesitate to contact the Notaries Society/the Faculty Office for assistance.
(5) Finally, even if you have your complaint considered under the Notaries Society Approved Complaints Procedure, you may at the end of that procedure, or after a period of 8 weeks from the date you first notified me that you were dissatisfied, make your complaint to the Legal Ombudsman, if you are not happy with the result : Legal Ombudsman P O Box 6806 Wolverhampton WV1 9WJ Tel : 0300 555 0333 Email : enquiries@legalombudsman.org.uk Website : www.legalombudsman.org.uk
 (6) If you decide to make a complaint to the Legal Ombudsman, you must refer your matter to the Legal Ombudsman within one year from the act/omission or within one year from when you should reasonably have known there was cause for complaint.
22. In the interests of my clients I maintain professional indemnity insurance at a level of at least £1,000,000.00 per claim.
DATA PROTECTION POLICY

INTRODUCTION

This Policy (“Policy”) sets out the 9 Data Protection Principles which I, Matthew Brendan Healey (“Notary”) commit to comply with when processing personal data in the course of my business as notary public (“Business”).]

The Business has notified its data processing activities to the Information Commissioner’s Office under registration number: Z1684985. 

The Appendix contains a Glossary of the defined terms in this Policy.

COMPLIANCE WITH THIS POLICY

The Business will ensure the protection of personal data in accordance with this Policy by the Notary, all Personnel and Suppliers. 

A breach of data protection laws by the Notary, any Personnel or Supplier could result not only in monetary penalties awarded against the Business but also negative publicity which could affect the Business as well as the entire notaries’ profession.

THE DATA PROTECTION PRINCIPLES 

The Business shall comply with the following 9 Data Protection Principles when processing personal data.

	1. Fairness and Transparency: The Business must process personal data fairly and provide individuals with information about how and why their personal data is processed. 


The Business must provide a privacy notice to each client, Personnel and Supplier to inform them of:

· the identity of the Business as data controller;

· the purposes for which their personal data are processed;

· the legal basis for processing;
· any legitimate interests pursued by the Business or a third party, if applicable;
· the recipients or categories of recipients of the personal data, if any;
· where applicable, the fact that the Business intends to transfer personal data to a third country or international organisation and the existence or absence of an adequacy decision by the relevant authority, or reference to the appropriate or suitable safeguards and the means by which to obtain a copy of them or where they have been made available;

· the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period; 
· the existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of processing concerning the data subject or to object to processing as well as the right to data portability;
· the existence of the right to withdraw consent at any time, if applicable;
· the right to lodge a complaint with a supervisory authority;
· whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal data and of the possible consequences of failure to provide such data; and
· the existence of Automated Decisions, including profiling, and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.
For example, such privacy notice should be included in each client engagement letter or service agreement. If no engagement letter is issued, the privacy notice can be made available on the Business website or in other appropriate and easily accessible form. If the notice is published on the website, a conspicuous link to the website or privacy notice should be included in the Business email footer or other Notary stationery to bring the notice to the data subjects’ attention.

Where a client provides personal data of third party data subjects to the Business, no notice will have to be provided to those third party data subjects by the Business if such information must remain confidential subject to an obligation of professional secrecy. To the extent that no such obligation of professional secrecy applies, the Business should place a contractual obligation on each client and Supplier to ensure that such notice is provided to those third party data subjects on behalf of the Business. 

	2. Lawful Processing: The Business must only process personal data, including sensitive personal data, lawfully where it has a valid basis for the processing.  


Generally, personal data must not be processed without a legal ground. In the context of the Business, personal data are typically processed on the basis of:

· processing is necessary for the performance of a contract (e.g. engagement letter) to which the data subject (e.g. the client) is party or in order to take steps at the request of the data subject prior to entering into a contract;

· processing necessary for the legitimate interests pursued by a client or the Business, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject. This ground may apply to the processing of the personal data of any third party data subjects whose personal data are provided by the client;

· a legal obligation to which the Business is subject and where compliance with such obligation necessitates the processing of personal data by the Business;

· data subject’s consent, where such consent is procured from the client; and

· other legal grounds.

	3. Purpose Limitation: The Business must only collect personal data for a specific, explicit and legitimate purpose. Any subsequent processing should be compatible with that purpose, unless the Business has obtained the individual’s consent or the processing is otherwise permitted by law.


The Business will typically process:

· the personal data of its clients as required for the purposes of providing its professional services and the administration of its client relationships; 

· the personal data of its Personnel as required for the administration of Personnel, if applicable; 

· the personal data of its Suppliers as required for the administration of its  Supplier relationships, if applicable; and

· the personal data of its clients, Personnel and Suppliers as is necessary in order to comply with its legal obligations.

The Business will generally not carry out any unsolicited electronic marketing, but to the extent it does, it will have to comply with the law. 

	4. Data Minimisation: The Business must only process personal data that is adequate, relevant and limited to what is necessary for the purpose for which it was collected. 


The Business should place a contractual obligation on each client to ensure that only the minimum necessary personal data is provided in connection with the professional services sought.

Where a client provides personal data that appears excessive in connection with the professional services sought, the Business will return such personal data to the client and request that an adequate record of personal data is provided.

	5. Data Accuracy: The Business must take reasonable steps to ensure personal data is accurate, complete, and kept up-to-date.


The Business should place a contractual obligation on each client to ensure that any personal data provided in connection with the professional services sought is accurate, complete and up to date.

The Business will endeavour to keep an accurate record of personal data in relation to its clients and Personnel.

	6. Individual Rights: The Business must allow individuals to exercise their rights in relation to their personal data, including their rights of access, erasure, rectification, portability and objection.


The Business will ensure that all Individual Rights Requests are correctly identified and appropriately responded to, subject to any applicable exemptions. 

	7. Storage Limitation: The Business must only keep personal data for as long as it is needed for the purpose for which it was collected or for a further permitted purpose. 


The Business will keep all records as long as required by applicable law or as may be necessary having regard to custom, practice or the nature of the documents concerned. For example, the Notaries Practice Rules 2014 require that that notarial acts in the public form shall be preserved permanently. Records of acts not in public form shall be preserved for a minimum period of 12 years. 

Save for personal data included in records which must kept for a prescribed period or preserved permanently in compliance with any legal obligations to which the Business is subject, such as the obligation explained above, personal data shall be kept for no longer than necessary for the relevant purpose. For example, any Personnel records should be kept for no longer than 12 months following the termination of employment or contract, unless a longer retention is required under applicable law.  

	8. Data Security: The Business must use appropriate security measures to protect personal data, including where third parties are processing personal data on our behalf.


The Business will adopt the following security measures: 

Physical security measures

· ensure physical security of premises, e.g. locked office;

· keep documents in locked cabinets; 

· reduce access privileges to only those needed;

· grant access to only such Personnel who need to have access in connection with their duties;

· dispose of documents using a confidential bin or through a cross cut shredder; and
· other appropriate physical security measures.

Organisational security measures

· vet Personnel and Suppliers on a continuing  basis;
· implement non-disclosure agreements prior to entering into formalised agreements;
· provide training to Personnel where appropriate; 

· implement a strict ban on the use of personal email for work purposes; and
· other appropriate organisational security measures.

Technical security measures

· firewalls which are properly configured and using the latest software;

· regular patch management and OS updates;
· real-time protection anti-virus, anti-malware and anti-spyware software;

· user access control management by, for example, the UAC functionality in Windows, adopting principle of least privileges; 

· unique passwords of sufficient complexity and regular (but not too frequent) expiry;
· encryption of all portable devices ensuring appropriate protection of the key; 

· data backup; and
· other appropriate technical security measures.

The Business will comply with Policy: Appointing Suppliers.

	9. Accountability: I must take steps to comply with, and be able to demonstrate compliance, with the Data Protection Principles. 


The Business will implement appropriate governance processes as set out in this Policy.

GOVERNANCE PROCESSES 

In order to ensure that the Data Protection Principles are implemented the Business shall adopt the following governance processes.  

A. Documented Policies

In order to ensure compliance with Data Protection Principle 9 (Accountability), the Business shall comply with this Policy and implement such other data protection policies and establish internal governance processes from time to time as may be required in order to operate the Business in compliance with data protection laws. 

B. Assurance

The Business will ensure, by way of training or otherwise, that Personnel carry out their tasks in a way that will ensure compliance with data protection laws. Each member of Personnel and each Supplier shall have access to this Policy and it shall have an obligation to comply with it.

Each Supplier will have to comply with data protection obligations in accordance with its service agreement including, where appropriate, a data processing agreement.

The Business shall periodically review this Policy and other policies to ensure that they continue to comply with the relevant legal requirements. 

C. Advice 

Where necessary the Business shall seek advice in order to ensure that its processes comply with data protection laws. 

D. Third Parties 

The Business shall comply with Policy: Appointing Suppliers in relation to appointing any third party contractor or supplier who will process personal data on behalf of the Business. 
E. Data Protection Impact Assessments

The Business shall implement a process so that any processing which is likely to result in a high risk to the rights and freedoms of individuals is subject to a documented Data Protection Impact Assessment (DPIA), to assess the risks associated with the proposed processing and identify any safeguards which should be put in place to mitigate those risks. The Business shall maintain a record of each DPIA.

F. Record-keeping

The Business will implement a process to maintain an up-to-date documented record of its processing activities by way of adding relevant information in the Notary register or by other appropriate means. This record should include a general description of the following:

	Record keeping requirements
	Suggested record

	· The purpose of the processing.
	· Typically, in relation to Business transactions this will include processing to deliver client services;

	· The categories of personal data and individuals to whom the data relates.
	· a variety of mostly legal documents with copies of identity information relating to clients;

	· The categories of recipients (if any), including both data controllers and data processors, and any transfers outside the European Economic Area (EEA).
	· either the client or a third party to whom the client wished the documents to be sent after processing and such parties may often be located outside the EEA;

	· Where possible, the envisaged retention period for the personal data.
	· records will be retained in accordance with the Notaries Practice Rules; and

	· Where possible, a general description of the technical and organisational security measures in place.
	· the measures in place as set out at paragraph 8 above.


Although it is envisaged that the Business will act as data controller in the majority of cases, where the Business processes personal data on behalf of another person the Business will make sure to maintain a record of its activities as a data processor and/or data controller. This record should include a general description of the following:

· The identity of the Business and contact details.

· The categories of processing carried out on behalf of the third party.

· Any transfers outside the EEA.

· Where possible, a general description of the technical and organisational security measures in place.

G. Privacy By Design

When implementing a new processing activity, tool or functionality involved in the processing of personal data, the Business will ensure, by contractual means or otherwise, that such activity, tool or functionality is designed and built in a way that allows me to comply with the Data Protection Principles.

H. Complaint handling

The Business shall implement a process to receive and handle enquiries and complaints from individuals and the supervisory authorities concerning the processing of personal data. 

The Business shall ensure that all enquiries and complaints are dealt with in a timely manner, in compliance with any applicable statutory deadlines. 
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APPENDIX: GLOSSARY  

	anonymous data
	Data which does not relate to an identified or identifiable individual, or personal data which has been rendered permanently anonymous in such a way that the individual is no longer identifiable (even if the data was combined with other data held by the Business Company). 

	Automated Decision
	A decision which produces legal effects, or similarly significantly affects an individual, and which is based solely on the automated processing (including profiling) of their personal data. 

	Business
	The business of providing notarial services.

	controller
	A party which determines the purposes and means of the data processing. 

	data
	Any information which is recorded electronically or, where recorded in a manual format (e.g. on paper), is organised by reference to an individual. 

	data subject
	The individual to whom the personal data relates.

	Individual Rights Request
	A request from a data subject in respect of their personal data, e.g. to access, erase, or rectify their personal data, or object to its processing.

	personal data 
	Any data relating to an identified or identifiable natural person. This can include (but is not limited to) names, addresses, email addresses, positions held, photographs, job applications, personnel files, occupational health records, opinions, and correspondence to and from an individual.

	Personnel
	All employees of  the Business at all levels, including, directors, officers, agency workers, seconded workers, volunteers, interns, agents, contractors and external consultants.

	processing 
	Any operation performed on personal data, such as collection, recording, storage, retrieval, use, combining it with other data, transmission, disclosure or deletion.  

	processor
	A party processing personal data on behalf of a controller, under the controller’s instructions.

	pseudonymised data
	Personal data which can only be attributed to a specific individual by combining it with additional information (such as a key or other identifier), where the additional information is kept technically and logically separate from the pseudonmyised data to avoid the individual being identified. Pseudonymised data remains personal data. 

	Sensitive or special categories personal data 
	Personal data revealing a person’s racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership; biometric (e.g. fingerprints or facial recognition) or genetic information; or information about a person’s health, sex life or sexual orientation, or relating to criminal convictions or offences (including allegations). 

	Supplier
	Any external vendor, supplier, consultant or similar third party engaged to provide services to the Business.


M B Healey notary public

DATA PROTECTION PRIVACY NOTICE

1. The business of M B Healey of Church Walk, Hinckley LE10 1DN, England trading as M B Healey notary public (“Business”, “we”, “us”, “our”). The Business is registered with the Information Commissioner’s Office (“ICO”) under number Z1684985. 

2. If you have any questions about this privacy notice (“Notice”), please contact us by email. 

3. The Business will process your and third parties’ personal data, as further explained below, in the course of providing you with notarial and associated services (“Services”).

4. We will let you know  if we make any changes to this Notice from time to time. Your continued use of the Services after notifying such changes will amount to your acknowledgement of the amended Notice. 
5. PLEASE NOTE: You shall and you hereby agree to indemnify the Business and its affiliates and their officers, employees, agents and subcontractors (each an “Indemnified Party”) from and against any claims, losses, demands, actions, liabilities, fines, penalties, reasonable expenses, damages and settlement amounts (including reasonable legal fees and costs) incurred by any Indemnified Party arising out of or in connection with any breach by you of the warranties included in paragraphs 8 & 9. 

What is Personal Data?

6. “Personal data” means any information relating to an identified or identifiable natural person, known as ‘data subject’, who can be identified directly or indirectly; it may include name, address, email address, phone number, IP address, location data, cookies and similar information. It may also include “special categories of personal data” such as racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a data subject, data concerning health or data concerning a natural person's sex life or sexual orientation.
7. The Business may process personal data and special categories of personal data which you provide in connection with the Services about yourself and other data subjects, e.g. individuals whose details are included in any materials provided by you to the Business. The Business may obtain information about you and other data subjects from third party service providers, such as due diligence platforms. If you use our online Services, the Business may collect information about your devices including clickstream data. 

8. The provision of certain personal data is mandatory in order for the Business to comply with mandatory client due diligence requirements and consequently to provide the Services. You warrant on a continuous basis that such personal data is accurate, complete and up to date. Failure to comply may result in documents being rejected by the relevant certification authorities, held invalid in the destination country or other difficulty to successfully completing the Services.
9. In relation to personal data of data subjects you warrant to the Business on a continuous basis that:
(a) where applicable, you are authorised to share such personal data with the Business in connection with the Services and that wherever another data subject is referred to, you have obtained the explicit and demonstrable consent from all relevant data subjects to the inclusion and use of any personal data concerning them;

(b) to the extent this is required in connection with the Services, such personal data is accurate, complete and up to date; and

(c) either you provide your explicit consent and warrant that each data subject has provided explicit consent for the transfer of personal data to foreign organisations in connection with the Services as set out at paragraph 18, or that an alternative legal gateway for such transfer (such as transfer necessary for the conclusion or performance of a contract concluded in the interest of the data subject) has been satisfied. 

How do we use your personal data?

10. The Business will only process personal data, in accordance with applicable law, for the following purposes:

(a) responding to your queries, requests and other communications.
(b) providing the Services, including, where applicable, procuring acts from foreign organisations; 

enabling suppliers and service providers to carry out certain functions on behalf of the Business in order to provide the Services, including webhosting, data storage, identity verification, technical, logistical, courier or other functions, as applicable;]  
(c) ensuring the security of the Business and preventing or detecting fraud;

(d) administering our Business, including complaints resolution, troubleshooting of our website, data analysis, testing of new features, research, statistical and survey purposes;
(e) developing and improving our Services;
(f) complying with applicable law, including Notary Practice Rules, guidelines and regulations or in response to a lawful request from a court or regulatory body. 

The legal basis for our processing of personal data for the purposes described above will typically include:  

· processing necessary to fulfil a contract that we have in place with you or other data subjects, such as  processing for the purposes set out in paragraphs (a), (b), (c) and (d);

· your consent, such as processing for the purposes set out in paragraph (e); 

· processing necessary for our or a third party’s legitimate interests, such as  processing for the purposes set out in paragraphs (a), (b), (c), (f), (g) and (h), which is carried out on the basis of the legitimate interests of the Business to ensure that Services are properly provided, the security of the Business and its clients and the proper administration of the Business; and

· processing necessary for compliance with a legal obligation to which we are subject, such as processing for the purposes set out in paragraph (i).and

          any other applicable legal grounds for processing from time to time.
· collect may be anonymised and they cannot track your browsing activity on other websites.  

11. No system is ever completely secure. Whilst we can do our best to keep our own systems secure, we do not have full control over all processes involved in, for example, your use of our website or sending confidential materials to us via email, and we cannot therefore guarantee the security of your information transmitted to us on the web. 
Data subject rights
12. Data subjects have numerous rights in relation to their personal data. For further information about your data protection rights please visit the ICO website.
· Right to make a subject access request (SAR). Data subjects may request in writing copies of their personal data. However, compliance with such requests is subject to certain limitations and exemptions and the rights of other data subjects. Each request should make clear that a SAR is being made. You may also be required to submit a proof of your identity and payment, where applicable. 

· Right to rectification. Data subjects may request that we rectify any inaccurate or incomplete personal data.  
· Right to withdraw consent. Data subjects may at any time withdraw their consent to the processing of their personal data carried out by the Business on the basis of previous consent. Such withdrawal will not affect the lawfulness of processing based on previous consent.
· Right to object to processing, including automated processing and profiling. The Business does not make automated decisions. The Business may use third party due diligence platforms which provide recommendations about data subjects by automated means. We will comply with any data subject’s objection to processing unless we have a compelling overriding legitimate ground for the processing, the processing is for the establishment, exercise or defence of legal claims or we have another lawful reason to refuse such request. We will comply with each valid opt-out request in relation to marketing communications.
· Right to erasure. Data subjects may request that we erase their personal data. We will comply, unless there is a lawful reason for not doing so. For example, there may be an overriding legitimate ground for keeping the personal data, such as, our archiving obligations that we have to comply with. 
· Restriction. Data subjects may request that we restrict our processing of their personal data in various circumstances. We will comply, unless there is a lawful reason for not doing so, such as, a legal obligation to continue processing your personal data in a certain way.
· Right to data portability. In certain circumstances, data subjects may request the controller to provide a copy of their personal data in a structured, commonly used and machine readable format and have it transferred to another provider of the same or similar services. To the extent such right applies to the Services, we will comply with such transfer request. Please note that a transfer to another provider does not imply erasure of the data subject’s personal data which may still be required for legitimate and lawful purposes.
· Right to lodge a complaint with the supervisory authority. We suggest that data subjects contact us about any questions or complaints in relation to how we process personal data. However, subject to the Complaints Procedure below, each data subject has the right to contact the UK or other relevant supervisory authority directly.

13. Complaints Procedure

· We are committed to protecting personal data. We take all complaints regarding the handling of personal data seriously. This policy sets out our procedure for managing complaints. 

· A complaint is any expression of dissatisfaction regarding how we have handled personal data, including Insecure data handling, failure to meet data protection rights (e.g., Subject Access Requests) or unfair or unlawful processing 

· Individuals can make a complaint by emailing [       ] or by writing to me/us at:  [            ] Please include: Your name, contact details, and full details of the complaint. 

· We will acknowledge receipt of your complaint within 30 days. The complaint will be investigated by me/us. A substantive response will be provided without undue delay. 

· We will keep records of all data protection complaints, including the nature of the complaint and the actions taken, to help improve our services. 

· If you are dissatisfied with our response, you have the right to complain directly to the Information Commissioner’s Office (ICO), the UK’s supervisory authority: Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

